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This inaugural issue of LegalNotes examines recent guidelines 

released by the U.S. Department of Health and Human Services 

(HHS), which add greater clarity regarding the extent to which 

the Health Insurance Portability and Accountability Act (HIPAA) 

Privacy Rule1 permits health care providers to share information 

with patients and people involved in their care. Presented in an 

easy-to-use question-and-answer format, the guidelines address 

questions posed by both patients2 and providers3 and clarify 

the Privacy Rule, which is commonly viewed as imposing an 

important legal check on the flow of health care information  

in treatment settings. The new guidelines can be found at  

www.hhs.gov/ocr/privacy/index.html; they build on previous 

regulations and guidelines covering a broad range of disclosures of 

protected health information.4 

The HIPAA Privacy Rule in a Nutshell
The Privacy Rule implements HIPAA, a federal statute enacted in 

1996. HIPAA’s purpose was to improve many areas of the health 

care system, including increasing health insurance portability and 

improving quality and efficiency by facilitating the exchange of 

health information. Recognizing that easy exchange of information 

could increase the risk of privacy violations, Congress ordered HHS 
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to regulate the use and disclosure of protected health information 

(PHI), which is individually identifiable health information that is 

stored or transmitted in any medium.5 The resulting regulations, 

also referred to as the Privacy Rule, limit the use and disclosure of 

PHI by “covered entities” (health plans, health care clearinghouses 

and certain health care providers). Generally, covered entities may 

not disclose PHI without the individual’s authorization except for 

treatment, payment and health care operations (TPO). “Health 

care operations” includes quality assessment and improvement 

activities.6 Covered entities may also use and disclose “de-identified” 

information, which is information that “does not identify an 

individual and with respect to which there is no reasonable basis to 

believe that information can be used to identify an individual…”7 

HIPAA does not overrule state laws that are more protective of a 

patient’s rights than the federal regulations. 

Key Elements of the New Privacy  
Rule Guidelines
The new guidelines reinforce perhaps the most fundamental—and 

frequently overlooked—dimension of the Privacy Rule, namely, 

that outside of certain prohibited activities, HIPAA gives providers 

broad discretion in deciding whether and how to disclose personal 

health information.8 To this end, the new guidance clarifies that 

health care providers may share information when the following 

circumstances are met:

First, the information is relevant to the patient’s current 

condition;
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Second, the information is being shared with family, friends, or 

other persons involved in the patient’s care or payment;

Third, in their professional judgment, providers believe that the 

recipient needs to know the information; and

Fourth, assuming that the patient is physically present and is 

not incapacitated, the patient either agrees to have the information 

shared or else does not object to the disclosure when given the 

opportunity to do so. This “non-objection” requirement also is 

satisfied if, in the providers’ professional judgment, the patient 

does not object. (If the patient is not present or is incapacitated, 

disclosure is permissible if the providers believe in their professional 

judgment that disclosure is in the patient’s best interest).

The guidance also clarifies that providers may not share information 

if the patient objects or states generally that he or she does not want 

his or her health information disclosed, or if the information is not 

relevant to the person’s current condition. 

Specific Circumstances
The guidelines also clarify other aspects of disclosure: 

Method of disclosure. If the above criteria are satisfied, providers 

may disclose information in person, over the phone or in writing. 

In the case of telephone inquiries from someone claiming to be a 

family member, friend, or otherwise involved in the patient’s care 

or payment, providers are not required to verify the caller’s identity. 

If the caller is someone other than a friend or family member, 

providers must only be “reasonably sure that the patient asked the 

person to be involved in his or her care or payment for care.”

Third party access to information. Providers may allow others to 

pick up information such as prescriptions and medical supplies, if 

it is in the patient’s best interest. 

Interpreters. Providers are specifically authorized to share 

information with an interpreter without the patient’s written 

authorization if the interpreter is an employee of the provider or 

has a written contract with the provider, or the interpreter is the 

patient’s family member, friend or other person (assuming the 

patient agrees or does not object).

Implications 
The HIPAA Privacy Rule establishes federal standards to guard 

against the inappropriate disclosure of personal health information. 

The new guidance serves as a reminder, however, that HIPAA should 

not be interpreted as inhibiting the free flow of communication 

between providers on the one hand and patients and their family 

members and friends on the other, whom a patient may have 

brought into what might be considered a circle of care. Individuals 

facing serious health care choices frequently want their health care 

providers to share information—in writing, by telephone or face-

to-face—within this circle of care. This is because a second listener 

might be able to help the patient understand what is being said, 

think of questions to ask and help the patient make important health 

care choices. Similarly, for example, in a society in which so many 

vulnerable elderly persons live alone and considerable distance 

from family members, the guidelines underscore that nothing in 

HIPAA prevents a health professional or hospital from exercising 

sound professional judgment in order to help a relative understand 

by phone what is happening to an incapacitated parent. 

The new HIPAA guidelines serve as a reminder that the Privacy Rule 

rests largely on professional judgment regarding the circumstances 

under which information related to treatment can be shared. In 

an era of increased emphasis on information transparency, health 

literacy and patient involvement in care management, the guidelines 

underscore that rather than acting as a barrier, the Privacy Rule 

supports the broad goal of informing patients. 
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